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How to configure the Windows 7 system setting for OPC
Client to connect with the WinPAC/ViewPAC?

Applies to :

Platform OS version NAPOPC_CES5 version

Windows 7 32/64 bits
Professional SP1

PC NAPOPC_CE5 v2.20

When connecting OPC Client on the Windows 7 to the WinPAC/ViewPAC controller(Server side),
user has to configure the Windows 7 system setting first. This FAQ is a configuration description
for the OPC Client on Windows 7 32/64 bits Professional SP1 Operating System to connect to
the WIinPAC/ViewPAC, including the firewall, DCOM, local security policy... configuration.

The Steps:

1. Installation

Install the NAPOPC_ST DA Server on Windows 7 32/64 bits Professional SP1 OS.

2. Firewall Configuration

Configure the firewall for the OPC Client-side(PC) on Windows 7 32/64 bits Professional SP1
Os.

3. DCOM Configuration

Configure the DCOM for the OPC Client-side(PC) on Windows 7 32/64 bits Professional SP1
Os.

4. Local Security Policy Configuration

Configure the local security policy for the OPC Client-side(PC) on Windows 7 32/64 bits
Professional SP1 OS.

5. WinPAC/ViewPAC Configuration

Configure the DCOM for the OPC Server-side on the WinPAC/ViewPAC.

6. Connect to PAC Server

At last, connect the OPC Client on the Windows 7 to the WinPAC/ViewPAC OPC Server.
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1. Installation

Step 1:
a. Use mouse to right-click on the installing program icon of NAPOPC_ST DA Server,
select the item ‘Run as administrator’.

# Run as administrator
Troubleshoot compatibility

Share with >
Pin to Taskbar
Pin to Start Menu

Restore previous versions

b. Click on ‘Yes’ to follow the installation steps.

g Uszer Account Contral E

u want to allow the following program from an
n publisher to make changes to this computer?

Program name:
Publisher:
File crigin:

(v) Show details

MAPOPC_ST DA Server.exe
Unknown
Hard drive on this computer

| Yew|[ Mo ]
N\

Change when these notifications appear

Note: If need to download the NAPOPC_ST DA Server for PC side, please go to website:
http://opc.icpdas.com/download.htm#PC
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2. Firewall Configuration
2.1  Setting the firewall (Client-side)

Step 1:

a. Set up DCOM Firewall: Click ‘Start’ > ‘Control Panel’ > ‘System and Security’ >
‘Windows Firewall’ > ‘Advanced settings’

——
@u+|ﬂ » Control Panel » System and Security » Windows Firewall - |¢7| | Search Control Panel e |

Control Panel H . - .
e . Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
threugh Windews Firewall through the Internet or a network.
) Change notification settings How does a firewall help protect my computer?
'@' Turn Windows Firewall on or What are network locations?
off - —
] '-@ Home or work (private) networks Connected (4]
'@' Restore defaults p =
'@I Advanced seftings Netwarks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on

b. Select ‘Inbound Rules’ on the left side, then select ‘Performance Logs and Alerts
(DCOM-In)’ on the right side.

0 Windows Firewall with Advanced Security
File Action View Help

as|yE = H

g Windows Firewall with Advanc B T
Inbound Rul I R R R R . |
Marne Group Profile Enabled Action

EY Outbound Rules
5:!_- Connection Security Rules

-

Performance Logs and Alerts (DCOM-In)  Performance Logs and Alerts  Domain
&8 Performance Logs and Alerts (DCOM-In) Performance Logs and Alerts ~ Private... Mo Allow
@RemoteAssistance(DCOM—In) Remote Assistance Domain Yes Allow

.Windows Management Instrumentation ... Windows Management Instr... Domain  No Allow

. B Monitering

m

.Windows Management Instrumentation ... Windows Management Instr... Private.. No Allow
.File and Printer Sharing (MB-MNarme-In) File and Printer Sharing Domain Mo Allow
.File and Printer Sharing (NB-Name-In) File and Printer Sharing Private.. Mo Allow
.Ne‘twork Discovery (MB-Mame-In) Metwork Discovery Public Mo Allow
@Ne‘twork Discovery (MB-Mame-In) Metwork Discovery Private Yes Allow
.Network Discovery (MB-Mame-In) Metwork Discovery Domain Mo Allow

.File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing Private.. Mo Allow
.File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing Domain No Allow
.Ne‘mrork Discovery (MB-Datagram-In) Metwork Discovery Public Mo Allow
[T PR R W1 I SPR—— ) Bliesmle Phim o e Pl i Rlo Al
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c. Double click on ‘Performance Logs and Alerts (DCOM-In)” and set up the options as
the picture below.

o

Performance Logs and Alerts (DCOM-In) Properties @
| Protocols and Ports I Scope I Advanced I Users
General | Programs and Services I Computers

D This is a predefined rule and some of its properties cannot
= be modified.

General

ﬁ% Mame:
Performance Logs and Alerts {DCOM-In)
Description:

Inbound rule for Pedformance Logs and Alerts to allow -
remote DCOM activation. [TCP-135]

Enabled

Action
S @ Allow the connection

“ ' ) Allow the connection ff it is secure

"~ Block the connection

Leam more about these settings

| ok || cancel || Apply

A NOTE: User has to set up both profiles (Domain & Private...) of ‘Performance Logs and
Alerts (DCOM-In)’.
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3. DCOM Configuration

3.1 Setting the DCOM (Client-side)

Step 1: Click the ‘Start’, key in ‘MMC comexp.msc /32’, and then execute it.

Programs (1)

[E MMC comexp.msc /32

2 See more results

I MMC comexp.msc /32|
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Step 2: Click ‘Component Services’ > ‘Computers’ > ‘My Computer’, and mouse right-click

to select the ‘Properties’.

o« 75 XE o

B = 1 amim
= o-1 a-a-i E==t =F

(7 Consele Root
4 2. Component Services
a4 | Computers
- 1k My Computer
- 2] Event Viewer (Local)
. Lk Services (Local)

A

My
Computer

Refresh all components

Mew Window from Here

Properties \

Help
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Step 3: Click ‘Default Properties’ page, and set up the options as the picture below.

MWy Computer Properties

e =

Default Protocols | COM Security | M5DTC

General I Options | Default Properties

Enable Distibuted COM on this computer

[ Enable COM Intemet Services on this computer

Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:
[Ccnnect -

The impersonation level specifies whether applications can detemine
who is calling them. and whether the application can do operations
uging the client’s identity.

Default Impersonation Level:
[ Identify -

Securty for reference tracking can be provided if authentication is used
and that the default impersonation level is not anomymous.

[ Provide additional security for reference tracking

Leam maore about setting these properties .

0] 4 ] [ Cancel Apphy

-
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Step 4: Then Click the ‘COM Security’ page, and set up the security as the steps below.

a. Setup ‘Access Permissions’ > ‘Edit Limits’ as blow. (If no ‘Everyone’ option,

My Computer Properties

R[>
General I Options | Default Properties
Default Protocols | COM Security | MSDTC

Access Permissions I

of applications to start, connect, function andAor un
securchy.

You may edit who is allowed default access to applications. You may
alzo set limits on applications that detemine their own pemissions.

Caution: Modifying access pemissions can affect the ability

[ Edit Limits... ] [

Edit Default... |

Launch and Activation Permissions I

activate objects. You may also set limits on applications that
detemine their own pemissions.

and.for un securehy.

You may edit who is allowed by default to launch applications or

Caution: Modifying launch and activation permissions can
affect the ability of applications to start. connect, function

[ Edit Limits... ] [

Edit Default... |

please add it.)

Access Permission

Security Limits

[ 7 =]

GI’DIJP or user names:

b dEveyone
‘Q‘ Perfarmance Log Users (WIN-JESQORLTF2WVT Peformance ...

52, Distributed COM Users (WIN-JESORLTF2VTDistributed C_.
52 ANONYMOUS LOGON

[ Add... ] [ Remowe ]
Pemissions for Everyone Allow Dery
Local Access [
Remote Access 0
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Access Permission @

b. Set up ‘Access Permissions’ > ‘Default Security’ as below (if no ‘Everyone’ option,

Security Limits

GI’DIJP ar User names:

giJ Evenyone
ﬂ Performance Log Users (WIN-JESORLTF2V T Peformance ...
E-iJ Distributed COM Users (WIN-JESORLTF2V T Distrbuted C. ..

S A ANONYMOUS LOGOM

please add it.)

5 SELF

Access Permission

Default Security |

Add ] [ Remove ]
Permissions for ANONYMOUS
LOGON Allow Derny
Local Access [l
Femote Access ]

(7 =

GI’DIJD ar user names:

52 5YSTEM
?ﬁj Administrators (WIN-JESORLTF2V T Administratars)

| Add... I[ Remove ]

Pemissions for Everyone Allow Dery
Local Access ]
Flemote Access O
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Launch and Activation Permission @
Securty Limits

Group or user names:
Meegore |
E!;.ﬁdministmtors (WIN-JESORLTF2VT Administrators)
%Perfnrrnann:e Log Users (WIN-JESORLTF2VT Peformance ...
’:‘ﬂ‘ Distributed COM Users (WIN-JESORLTF2VT Distributed C...

[ Add... ] [ Remowve ]
Permissions for Everyone Allow Dery
Local Launch ]
Remote Launch ]
Local Activation [l
Remote Activation ]

Launch and Activation Permission
Default Security

GI'CIIJD ar user names:

5‘; SYSTEM
5‘; Administrators (WIN-JESORLTF2VT Administrators)

5‘; INTERACTIVE
[ Add... ] [ Remowe ]
Permissions for Everyone Allow Dery
Local Launch [
Remote Launch [
Local Activation [
Femote Activation [l

Leam about access control and pemissions

| ok || cancel

c. Setup ‘Launch and Activation Permission’ > ‘Edit Limits’ as below (If no ‘Everyone’
option, please add it.)

d. Set up ‘Launch and Activation Permission’ > ‘Default Security’ as below (If no
‘Everyone’ option, please add it.)
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Step 5: Click “My Computer” > “DCOM Config”, then right key click on “NAPOPC DA
Server” and select “Properties”.

&, Component Services EI@
. File Action View Window Help - &
e | 7EXE G BE DIE:
Conszole Root B i + | Actions
4 %, Component Services ‘ %’ %’ %, %y %, %’ DCOM Config -
a4 || Computers ) )
4 (B My Computer mcGlidHost Mo@Setup MoxMdeO... MFCongest..  MhegVM MlFrosoﬂ Mare Actions
i . Class Audio Devi
~| COM+ Applici
a4 | DCOM Cenfig q‘éi ﬁi q‘éi, ﬁi i&i q‘éi
> ‘g’ FeSystemR
> %systemrc Microsoft Microsoft  Microsoft Microsoft Microsoft Microsofi—
» & %systemR Block Lev... IMAPT Velume Sh... WBEM Acti.. WBEMU.. Windo... 3
| & & & & &
> B Shsystemrc
s 2 Sksystemrc Microsoft Microsoft Microsoft Microsoft  Microsoft Microsofi
s & Ysystemrc Windows... Windows R... Windows R..  Windo..  Windows .. WMIPro.
> ‘g 32-bit Prev p p p P p p
s & Accessibili 3 - g & & & &
> 8 AccStore € Microsoft MMC MSDAINIT... MsRdpSess..  MSTTS NAP Ager
> & acppaged WMI Provi...  Applicati... DecObj Cla... Service
> 2 Add to Wir ) ) ) ) )
amvaet | B W O F O F O F &
iy .
> & appwizepl || Nap Elevated [(EEROS MDFAPT netman netprofm
o & Authenticz COM class N v
> ‘g AxInstSv 1w
> & Backgroun ﬁ' Eanrties ﬁ' ﬁ'
> & BDEUILaur . —N
& BdellS MetProjWd  MNetwork and Offline Files \OpcEnum  OpenSearch  Out Of Prc
itk Sharing Ce... Service Description... Mapi Han.
> & BitmapIm - <
4 1 3 4 1 |

Step 6: Click "Location" tag, check the option “Run application on the following
computer” and enter the IP address of the Server.

MAPOPC_ST DA Server Properties

General | Location |Sec1_|rity I Endpoints

| 1dentity |

[ ][]

The following setti
application. F you

[] Run application on this computer.

s allow DCOM to locate the comect computer for this
ke more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

[] Fun application on the computer where the data is located.

152.168.1.46

Run application on the following computer:

Leam more about setting these properties.

QK

J

Cancel ]

Apply
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Step 7: Click “Identity” tag to set up the user.

MAPOPC_ST DA Server Properties [T (S

General | Location | Security | Endpoints | Identity

Which user account do you want to use to run th%plicaﬁon'?

The interactive user.
@ The launching user.

This user.

Leam more about setting these properies.

[ oK | [ cancel

Description:

® The interactive user
Click to specify that the application runs under the identity of the user who is currently
logged on to the computer. This user's security credentials are used when the application is
authenticated to access resources. (The Windows Desktop login is required, and the login
account must be the same as the connecting account.)

® The launching user
Click to specify that the application runs using the security context of the user who started
the application (the launching user) so that the application can be authenticated in the
domain. The launching user may be the same as the interactive user. (The application must
be executed first, and the executing account must be the same as the connecting account.)

® This user
Click to specify that the application runs using the security context of the specified user
account so that it can be authenticated in the domain. Type the user name and password.
(It can connect without login the Windows Desktop, and the application is executed and
secured by the assigned user name and password.)

® The system account
Click to specify that the server application runs using the security context of the built-in
System account. This option is available only for applications that are installed as a service.
(Not support)
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4. Local Security Policy Configuration
4.1  Setting the Local Security Policy (Client-side)
Step 1: Click ‘Start’ > ‘Control Panel’ > ‘System Management Tool'.
Select “Local Security Policy”
[E=N e =)
F‘ N .
| —_— @ » Control Panel » ontrol Panel terns » ministrative Tools - Search Administrative Tools
it C I Panel » AllC | Panel I Ad Tool +5 A p|
Organize « 7] Open §= « i .@.
v Favorites MName : Date modified Type Size
B Desktop @]+ Compenent Services 1/14/200912:57 PM  Shortcut 2KB
& Downloads @‘ Computer Management 7/14/2009 12:54 PM  Shortcut 2KB
:._'.- Recent Places Diata Sources (QDBC) 7/14/200912:53 PM  Shortcut 2KB
{#l] Event Viewer 7/14/2009 12:54 PM  Shortcut 2KB
sl Libraries iSC S [nitiator 214000 12.50 DI Chod ot 2 KB
5] Documents |[@ Local Security Policy 7/18/2012 6:50 AM  Shortcut 2KB
o' Music e et e == s =
=] Pictures i‘?-j Print Management 7/18/2012 6:50 AM  Shortcut 2KB
E Videos [ Services 7/14/200912:54 PM  Shortcut 2KB
(78 Syster Configuration 7/14/2008 1253 PM  Shortcut 2KB
1M Computer @ Task Scheduler 7/14/2009 12:54 PM  Shortcut 2KB
@ Windows Firewall with Advanced Security  7/14/2009 12:54 PM Shortcut 2KB
9‘ MNetwork &) Windows Memory Diagnostic 7/14/2009 12:53 PM  Shortcut 2KB
@ Windows PowerShell Modules 7/14/2008 1:32 PM Shortcut JKB

Shortcut Size: 1.21 KB

i

Local Security Policy Date modified: 7/18/2012 6:50 AM

Date created: 7/18/2012 6:50 AM

Step 2: Click ‘Security Settings’ > ‘Local Policies’ > ‘Security Options’
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Select “Network security: LAN Manager authentication level”.

Th Security Settings
s[4, Account Policies
a [ 4 Local Policies
>[4, Audit Palicy
» 4, User Rights Assignment
4, Security Options
» | Windows Firewall with Advanced Sec
| Metwaork List Manager Policies
> || Public Key Policies
» [ ] Software Restriction Policies
> || Application Control Policies
> .g IP Security Policies on Local Compute
> || Advanced Audit Policy Configuration

Policy

1s) Microsoft network server: Digitally sign communications (if ...
1s) Microsoft network server: Disconnect clients when legen ho..
175 Microsoft network server: Server SPM target name validation...
17| Network access: Allow anonymous SID/Name translation

1| Metwork access:
12| Metwork access:
12| Metwork access:
12s| Metwork access:
12s| Metwork access:
1Ze| Metwork access:
15e| Metwork access:
15e| Metwork access:
1| Metwork access:
1| Metwork access:

Do not allow ancnymous enumeration of 5.,
Do not allow ancnymous enumeration of 5.,
Do not allow storage of passwords and cre...
Let Everyone permissions apply to ancnym...

Marmed Pipes that can be accessed anonym...

Remnotely accessible registry paths

Rernotely accessible registry paths and sub...

Restrict anonymous access to Mamed Pipes...

Shares that can be accessed anonymously

Sharing and security model for local accou..

12| Network security: Allow LocalSystern MULL session fallback
1) Metwork Security: Allow PKU2U authentication requests to t...

1) Metwork security: Do not store LAN Manager hash value on ...

= b Force lnoott when looon ho EXOUE

[2s) Metwork security: LDAP client signing requirements

17| Network security: Minimum session security for MTLM S5P ..,
17 Network security: Minimum session security for NTLM 55P ..,
17 Network security: Restrict NTLM: Add remote server excepti...
12s] Network security: Restrict NTLM: Add server exceptions in t...
1) Metwork security: Restrict NTLM: Audit Incoming NTLM Tra...
121s) Metwork security: Restrict NTLM: Audit MTLM authenticatio...
12s) Metwork security: Restrict NTLM: Incoming NTLM traffic

17| Network security: Allow Local System to use computer ident..,

1) Metwork security: Configure encryption types allowed for Ke...

Security Setting
Disabled
Enabled

Mot Defined
Dizabled
Enabled
Disabled
Disabled
Disabled

System\CurrentControls..,
Systerm\CurrentControl5...
Enabled

Mot Defined

Classic - local users auth...
Mot Defined

Mot Defined

Mot Defined

Mot Defined

Enabled

Dizahled

.- MNetwork security: LAN Manager authentication level Mot Defined

MNegotiate signing
Require 128-bit encrypti...
Require 128-bit encrypti...
Mot Defined

Mot Defined

Mot Defined

Mot Defined

Mot Defined
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Step 3: Set it to “Send NTLM response only”.

Metwork security: LAN Manager authentication level Properties

11}
Al

Local Securty Setting | Explain |

Metwark securty: LAMN Manager authentication level

[

Send LM & NTLM responses

Send NTLMvZ response only. Refuse LM
Send NTLMvZ response only. Refuse LM & NTLM

T Security Settings
> [ g Account Policies
4 [ 7 Local Policies
> [ Audit Policy
> [ User Rights Assignment
> [ 4 Security Options
s || Windaws Firewall with Advanced Seci
| Metwork List Manager Policies

» [ ] Public Key Policies

» || Software Restriction Policies

» || Application Control Policies

» g IP Security Policies on Local Compute

» ] Advanced Audit Policy Configuration

[ ok || Ccancel Appt

Palicy

12| Metwork access: Do not allow anonymaous enumeration of 5.
12| Metwork access: Do not allow storage of passwords and cre...

l2s| Metwork access: Let Everyone permissions apply to anonym..
12| Metwork access: Mamed Pipes that can be accessed anonym...
12s| Metwork access: Remotely accessible registry paths

12| Metwork access: Remotely accessible registry paths and sub..,
12| Metwork access: Restrict anonymous access te Named Pipes...
12| Metwork access: Shares that can be accessed anonymously

12| Metwork access: Sharing and security model for local accou...

12| Metwork security: Allow Local System to use computer ident..,
12:| Metwork security: Allow LocalSystem MULL session fallback
12| Network Security: Allow PKUZU authentication requests to t...
12| Metwork security: Cenfigure encryption types allowed for Ke..,
12s| Metwork security: Do not store LAN Manager hash value on ...
Metwork securi i

: Force logoff when logon hours expire

Security Setting
Disabled
Disabled
Disabled

System\CurrentControl5...
Systemi\CurrentControl5...
Enabled

Mot Defined

Classic - local users auth...
Mot Defined

Mot Defined

Mot Defined

Mot Defined

Enabled

Disabled
—

) Metwork security: LAN Manager authentication level

12| Metwork security: Minimum session security for NTLM 55P ...

12| Metwork security: Minimum session security for NTLM 55P ...

12| Metwork security: Restrict NTLM: Add remote server excepti...
12| Metwork security: Restrict NTLM: Add server exceptions in t...

12s) Metwork security: Restrict NTLM: Audit Inceming NTLM Tra..
12s| Metwork security: Restrict NTLM: Audit NTLM authenticatio...
12| Metwork security: Restrick NTLM: Incoming NTLM traffic

12| Metwork security: Restrict NTLM: NTLM authentication in th...

Send NTLM response only

£gotiate signing

Require 128-bit encrypti...
Require 128-bit encrypti...
Not Defined
Not Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
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5. WinPAC/ViewPAC Configuration
5.1 Set up the DCOM of the WinPAC/ViewPAC (Server side)

On the Server side, set up the DCOM of the WIinPAC/ViewPAC. Please refer to the
Section 3.2.1 “Set up the Server side (WinPAC)” in the user manual of NAPOPC_CES5.

The download website: http://opc.icpdas.com/download.htm#WinPAC

6. Connect to PAC Server

6.1 Run the “NI Server Explorer” (2.4.1) for the connection

Step 1: Select the Server name “NAPOPC.Svr” to connect (as the picture)

< Mew Project - Server Explorer 241 EI@
File Servers Edit View Options Help
D[] 2] Js]+[=]a]| »[=]=]]
-6l Network | Marme (Dewvicetl | fem D | Valne [ re— | Quality
E|:l_l\l Computy OPC Connection
..... ¥ Matr
""" ¥ Matr Press the Connect’ button to connect to the OPC Server.
| ..... B NAP
Server: MAPOPC.Svr
Machine: \\192.168.1.46
Run As: Remote Server
4 1 3
|Ready |C\Program Files\National Instruments\nati.ccdb v
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Step 2: when the connection is ok, you can get the NAPOPC data of WinPAC/ViewPAC.

<& Mew Project - Server Explorer 241
File Servers Edit View Options

DI 2] 2|t

Help

“u Metwork
- { Computer
¥ Matrikon.OPC.Simulation

=%
E‘@ Wizard Group
¢ 8024 1.A0s.Ch00
.. & 8024 _1.A0s.Ch0L
F 8024 1.A0s.Ch02
¢ 8024 1 A0s.Ch03
- BT0LTRC_2.Als.ChOO
. BT0LTRC_2.AIs.Ch01
- BT0LTRC_2.Als.Cho2
¢ 87017RC_2.AIs.Ch03
.. & B87017RC_2.ATs.ChO4
¢ 87017RC_2.AIs.Ch05
.. BT01TRC_2.AIs.Ch06
.dp BT0LTRC_2.Als.ChO7

Ready

= | ==
|
Mame (Device\lt... | Item ID Value Timestamp | Quality
@ 8024_1.AOs... 8024 1.A0s.Ch0D 0 10:15:37:000 Value good
@ B024_1.A0s.... 8024 1.A0s.ChOL 0 10:15:37:000 Value good
@ 8024_1.A0s.... 8024_1.A0sCh02 O 10:15:37:000 Value good
@ 8024 1.ACs.... 8024 1.A0s.Ch03 0 10:15:37:000 Value good
&P BT017RC 2., BTO17RC 2.AIs.C.. 0.001 10:15:37:000 Value good
P BI017RC_2.... 87017RC_2.AIs.C.. 0.001 10:15:37:000 Value good
@ BT017RC 2. BT017RC_2.AI.C.. 0.001 10:15:37:000 Value good
&P BT017RC 2., BTO17RC 2.AIs.C.. 0.001 10:15:37:000 Value good
@ BT017RC 2., T017RC_2.AIs.C.. 0.001 10:15:37:000 Value good
@ BT017RC 2. BT017RC_2.AI.C.. 0.001 10:15:37:000 Value good
&P BT017RC 2., BTO17RC 2.AIs.C.. 0.001 10:15:37:000 Value good
& BT017RC 2., T017RC_2.AIs.C.. 0.001 10:15:37:000 Value good

C\Program Files\Mational Instrumentsnati.ccdb
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